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Operating Principle

The controller described here extends your transponder reader with the functions antipassback, 
four-eyes principle, gatekeeper mode and presence list.

Antipassback / Repeat Access Blocking

A transponder that has been used at the entry reader is blocked for a defined period and cannot 
use this entry again during that time.
If the transponder is used at the exit reader, the block is lifted early and the transponder is enabled 
for entry again.
Blocking or enabling the transponder can take place either directly after the transponder is 
presented or only after the door has actually opened.

Four-Eyes Principle

A single transponder is not sufficient to release access.
Within a defined time window of a few seconds, a second transponder must be presented at the 
reader. Only then is access activated.

Gatekeeper Mode

As soon as a transponder is read at the entry reader, the controller web interface shows the data 
record assigned to that transponder: person name, contact details, notes and photo.
The gatekeeper then has a few seconds to prevent the pending opening. The gatekeeper is also 
informed when a transponder is denied and can admit the person manually if required.

Presence List / Presence Dashboard

If entry and exit readers are used, the controller can create a presence list for the corresponding 
area.
This list can be used by the gatekeeper, the telephone switchboard or, in an emergency, as an 
evacuation list.

Server Extension

If several entries and exits are available, multiple controllers can be combined into one area. The 
server then takes over central management of releases and lists.
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Important Preliminary Notes!

The block list containing transponders denied access is stored only in RAM. If the controller 
restarts, for example due to a power failure, the transponders will be allowed at the entry 
reader again and may be blocked at the exit reader.
Please therefore use an uninterruptible power supply, or, as recommended, provide at least 
two independent power supplies.

Please proceed carefully when programming.
In certain configurations, states such as permanently open or permanently closed can occur 
(see below). This may leave the door unsecured or make it impossible to pass through.
SMG cannot be held liable for such programming errors.

Hardware Compatibility

The Antipassback controller is compatible with the following transponder readers:

SimonsVoss:
SmartRelais 3: SREL3.CTR.ADV.G2(.ZK) together with SREL3.EXT(2).G2.W or similar.
(SmartRelais 2 MH: currently not supported!)
SmartRelais 1 Advanced: SREL.ADV (G1 only!)

Card readers from other manufacturers:
with Wiegand 26-bit interface

Where possible, use readers from the same manufacturer.

Note for Users Migrating from Antipassback V1

Controller generation V2 requires the use of Wiegand 26-bit.
If necessary, adjust the programming of the SmartRelais / card readers!

Technical Data

Input voltage 7-36 V DC and/or PoE and/or USB-C

Dimensions 175 mm (W) * 92 mm (D) * 40 mm (H)

Inputs 2 readers, each with Wiegand0 and Wiegand1
2 potential-free inputs DI1 and DI2 against DGND

Outputs 2 changeover relays, current: max. 10 A,
3 switching relays for traffic-light function
voltage: max. 230 VAC or max. 30 VDC

Communication WiFi 2.4 GHz,
LAN Fast Ethernet 100 Mbit

Response time 0.1 s - 0.2 s
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Connection

Terminal designations on the APBK-CTRL-V2

Terminal Assignment / Function
DI1 Door contact entry (optional)
DI2 Door contact exit (optional)
DI3 Entry reader Wiegand D0
DI4 Entry reader Wiegand D1
DI5 Exit reader Wiegand D0
DI6 Exit reader Wiegand D1
DI7 Reserved
DI8 Reserved
DGND Common ground for the readers and door 

contacts (!)
CH1 - NO/NC/COM Switching output for entry (and, if applicable, 

exit)
CH2 - NO/NC/COM Switching output for exit
CH3 - NO/NC/COM Switching output for red traffic light
CH4 - NO/NC/COM Switching output for yellow traffic light
CH5 - NO/NC/COM Switching output for green traffic light
+ Voltage "+" 7 VDC - 36 VDC
- Common ground for power supply and data 

inputs/readers
ETH Ethernet connection
USB USB-C connection as voltage input
ANT Connection for WiFi antenna (included)

Connecting SmartRelais 1 to Antipassback

When wiring SmartRelais 1 to the APBK-CTRL, proceed as follows:

APBK SREL1 Comment Cable 
color

DI3 or DI5 F1 Wiegand for entry or exit
DI4 or DI6 F2 Wiegand for entry or exit
DGND - Can also be connected to - on the APBK if the reader 

grounds are connected there
The negative terminals of SREL, controller and DCOM must be connected to each other!

You may enter the cable color used in the table above for documentation purposes.
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Connecting SmartRelais 3 to Antipassback

When wiring the SmartRelais 3 Advanced Controller to the APBK-CTRL, proceed as follows:

APBK SREL1 Comment Cable 
color

DI3 or DI5 O1 Wiegand for entry or exit
DI4 or DI6 O2 Wiegand for entry or exit
DGND - Can also be connected to - on the APBK if the reader 

grounds are connected there
The negative terminals of SREL, controller and DCOM must be connected to each other!

You may enter the cable color used in the table above for documentation purposes.

Connecting Door Opener / Motor Lock to Antipassback

APBK Door 
opener

Comment Cable 
color

CH1 COM A Unswitched pole of the door opener for the entry door
CH1 NO/NC B Switched pole for opening the entry door
CH2 COM A Unswitched pole of the door opener for the exit door
CH2 NO/NC B Switched pole for opening the exit door

The outputs listed above are potential-free contacts (relays).
If the door actuator requires a voltage potential, it must be looped through accordingly.
Please observe the maximum load capacity of the relay output on the APBK-CTRL: 10 A at max. 
230 VAC or max. 30 VDC!
The common connection (unswitched pole) is the middle one of the three terminals.
To the left and right are the changeover contacts NO (normally open) and NC (normally closed).

You may enter the cable color used in the table above for documentation purposes.

Safety note:
Please consider wiring the relay of the card reader/SmartRelais in series with the switching contact 
of the Antipassback controller:
This prevents an unauthorized transponder from accidentally gaining access, and the door 
opening time can be set in the locking system software (as long as the value in the Antipassback 
controller is longer than the value in the lock). Some card readers transmit the card number even 
when the transponder is not authorized, which would cause the Antipassback controller to open.
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Connecting Door Contacts to Antipassback (optional)

APBK Door 
contact

Comment Cable 
color

DI1 A Entry door contact
DI2 A Exit door contact
DGND B Connect the other pole of the door contacts here

It is not necessary to apply a voltage potential. If the contact carries a voltage, the voltage must be 
in the range of 5 VDC - 36 VDC!

You may enter the cable color used in the table above for documentation purposes.

Safety note:
The use of door inputs is not mandatory.
However, if this function is enabled, the contacts must also be connected and working; otherwise 
the transponders will not be blocked.

Connecting Traffic Light to Antipassback (optional)

APBK Traffic light Comment Cable 
color

CH3 COM red Unswitched pole of the red traffic light
CH3 NO/NC red Switched pole of the red traffic light
CH4 COM yellow Unswitched pole of the yellow traffic light
CH4 COM yellow Unswitched pole of the yellow traffic light
CH5 NO/NC green Switched pole of the green traffic light
CH5 COM green Unswitched pole of the green traffic light

Use of the traffic-light function is optional, but recommended for gatekeeper operation and four-
eyes operation. Applied voltages must be in the range of 5 VDC - 36 VDC!

You may enter the cable color used in the table above for documentation purposes.

7



SMG Schliessanlagen Muenchen GmbH Commercial Register Munich HRB 150649
Lochhamer Strasse 31 Bank details: Account 216 356
82152 Planegg RaiBa Martinsried (bank code 701 694 66)
Managing Directors: Ralf Wallner, Michael Fessl Tax number: 143/823/65207

Configuring SimonsVoss SmartRelais in the LSM Software

Making Settings

SREL.ADV:

In the properties of the lock, on the Configuration/Data tab, click the "Advanced Configuration" 
button and make the following settings in the dialog that appears:

Close the dialog with OK.

SmartRelais 3:

In the properties of the lock, on the Configuration/Data tab, click the "Advanced Configuration" 
button and make the following settings in the dialog that appears:

Close the dialog with OK.

Configuring SimonsVoss SmartRelais in the AX Manager Software

Making Settings

identical for SmartRelais 3 and SREL.ADV:

In the properties of the lock, under Configuration in the "Advanced Configuration" area, select the 
settings shown opposite.
Make the remaining settings as usual.

Programming

After configuration, program the SmartRelais as usual.
Depending on the model used:

 SREL.ADV via active programming device Smart.CD
 SREL3 via direct USB connection or via the network.
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Commissioning the Controller

By default, the Antipassback controller provides a configuration interface via the built-in WiFi or via 
the LAN port.
If you want to configure via WiFi, please do not connect a LAN cable for the time being.

Commissioning via WiFi

With factory settings, this interface is available for 2 minutes approximately 20 seconds after 
power-up, provided no LAN cable is connected.

Please connect your mobile phone/tablet/computer to the following WiFi network:
SSID: APBK
WiFi key: MyAntipassback

Once connected, you can perform the configuration using a browser of your choice at the following 
web page: (see chapter "Configuration")

http://192.168.4.1

Commissioning via LAN

The controller obtains its IP address from the network via DHCP by default.
If required, you can later store a fixed LAN configuration with IP address, netmask, gateway and 
DNS in the Config - Network section.
Please check your DHCP server to see which IP address was assigned to the Antipassback 
controller.

You can now open the configuration interface in your browser using
http://<IP>.

Alternatively, you can open the configuration interface via:
http://<serial-number>

or
http://<serial-number>.local

provided this is supported by your infrastructure.

Safety note:
Please note that the network connections are encrypted with a self-signed certificate, so some 
browsers may display warning messages. This warning must be acknowledged initially.
For security reasons, we generally recommend using further suitable measures such as separate 
networks and/or VLANs in addition to encryption.
Contact your IT department!
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Configuration

When opening the user interface over an unencrypted connection, you first see a welcome screen 
that allows you to establish an encrypted connection to the Antipassback controller web interface.

Authentication is required to check and change the configuration. Click the "Login" button; you will 
then be asked for a user name and password.

The following logins are available in the delivery state:
User "user" with password "user"
User "admin" with password "admin"

Be sure to change the passwords! Default passwords are not secure!

All user interface options are discussed below, but some options are not available to the "user" 
account.

System Page

This page displays basic information about the controller, network, states and counters.

In the "Network" section, you can see at a glance whether the controller communicates via LAN or 
WiFi and which IP addresses it has received. If the controller communicates with a server, this is 
also shown here.

The States section shows status information at the time the page was loaded:
"Mode" - shared entry/exit or split entry/exit
"Local Lock List": OFF or ON
Presence Dashboard enabled: OFF or ON
Gatekeeper mode enabled: OFF or ON
Time zone, time and the states of the two doors.
As well as the status of the last firmware update.

The Counters section displays statistical information from current operation, while Diagnostics 
currently shows warnings and parameters.

At the bottom, the Actions area provides functions such as
"Open Entry" - open the entry for the default opening time
"OTA Update" - perform a firmware update, see below
"View Locked" - display the list of blocked transponders
"Reboot" - restarts the controller
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Config Page - Network Section

This is where the communication settings for the Antipassback controller are defined:
Hostname:

On a freshly delivered Antipassback controller, this field usually contains the controller serial 
number as shown in the version line.
You may adapt this host name to your needs and naming conventions. Please note that this 
host name must be unique in your network. Consult your IT department if necessary.

Network Mode:
The following settings are available for network operation:

auto: LAN preferred; if no LAN is connected, WiFi is used
WIFI only: WiFi is used. Please enter SSID and password for this mode.
LAN only: LAN is used. The WiFi AP switches off after the configured time.

WiFi SSID and WiFi Password:
If required, enter the WiFi access data for the network to which the controller should connect.

Use DHCP for LAN:
If this option is enabled, the controller obtains its LAN configuration via DHCP. In this case, 
the static LAN fields remain hidden.

LAN Static IP, LAN Netmask, LAN Gateway and LAN DNS:
If DHCP is disabled, these fields appear. All four values must be entered completely and in 
the correct IPv4 format. Invalid or incomplete entries are not saved.

AP auto-off after STA/LAN uptime (minutes, 0=off)
After this time, the controller WiFi is shut down if LAN or your own WiFi is connected.

Time Zone:
Select the time zone in which the controller should set its time.

Config Page - Operation Section

This section defines the operating behavior.
Lock time:

Number of seconds for which the transponder should be blocked.
Valid range: 0 s to 2,147,483 s (more than 24 days).

Door opener pulse (ms):
How long should the relay contact remain active?
For switching transponders or escape route security systems, usually approx. 800 ms;
for electric door openers, usually approx. 3000 ms - 8000 ms,
for motor locks: depending on manufacturer and model, between 500 ms and 8000 ms
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Delay before relay switches:
Waiting time, in milliseconds, BEFORE the relay switches on.
Usually 0.
A waiting time may be necessary to give a camera time to move to the separation area or to 
give the gatekeeper time to veto.

Four-eyes window (seconds):
Within what time must the second transponder be presented to the card reader to be 
counted?
Usually 8-15 seconds.
The default is 0, meaning this option is disabled.

Warning: using this option disables the transponder blocking function and can only be used 
as an alternative to the antipassback function!

Only lock when door contact opens within X seconds:
If there is a possibility that the separation system locks again before access has actually 
taken place, a door contact can be connected. When this contact changes, it is evaluated as 
an opening. The transponder is only added to the block list if the door contact changes within 
X seconds.

Warning: if this option is enabled without a door contact connected, the antipassback function 
is bypassed!

Exit opens always - even without an existing lock:
Even if the read transponder is not on the block list, the exit is still opened. This ensures that 
nobody can be locked in. These events are shown separately in the Antipassback controller 
log.

Warning: if this option is enabled and "Split entry/exit" is disabled, actuating the exit reader 
opens the shared entry contact and uncontrolled access may be possible!

Split entry/exit:
If this option is enabled, different relays are controlled for entry and exit:

Entry: CH1
Exit: CH2

If the option is disabled, bookings at both readers actuate relay CH1.

Warning: if this option is disabled and "Exit opens always" is enabled, shared relay CH1 is 
also released for non-compliant actuations of the exit reader! Unwanted access could occur.
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PresenceDashboard active:
If this option is enabled, the controller maintains a presence list.
It can be accessed in the menu using the separate "Presence" button.
This shows which transponders were seen at the entry reader and when. The transponder is 
then marked as "present".
If the transponder is subsequently seen at the exit reader, it is marked as "outside".
If the transponder is not seen at the exit reader within the time "presence unknown after X 
hours", it is set to "unknown" despite possible presence, because it cannot be ruled out that 
the person has left the area by other means.

Logging level:
Defines how intensive logging should be:

Off: no logging
Warning: (recommended) only error messages and important warnings
Info: status information is also recorded
Verbose: the controller becomes quite talkative and detailed.

Config Page - MQTT Section

If required, settings for operation with MQTT servers such as the SMG Antipassback Server can 
be made here.

This section manages the communication functions with MQTT servers such as the Antipassback 
Server, if required.
By default, both options are disabled. If at least one of the two options is enabled, additional fields 
appear in which data must be entered.

MQTT Server IP / Hostname:
Enter the IP address or host name of the MQTT server here.

MQTT Server Port:
The port number of your MQTT server. Usually 1883.

MQTT Socket Timeout:
To prevent the Antipassback controller from being slowed down when the MQTT server is 
unreachable, a timeout must be entered here. This can be between 1 and 30 seconds. 2 
seconds has proven to be a good value in LAN environments, approx. 4 seconds in WAN or 
VPN environments.
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MQTT Server Username and MQTT Server Password:
Please enter the values according to your MQTT server.
If necessary, consult the Antipassback Server manual here!

Config Page - Access Protection Section

Access to the Antipassback controller user interface is restricted and tiered according to user 
permissions.

Here you can assign or change the passwords for the users "user" and "admin".
In the delivery state, the passwords are "user" and "admin".

Safety note:
Please change both passwords!

Advanced Config Mode:
Please enable this option only when instructed to do so by SMG customer service.
In the dialog that appears after saving, important timing and debugging fields can be 
changed. Incorrect values will cause malfunctions and may only be correctable by an SMG 
technician!

Config Page - Stylesheet Section

This section contains only one button: "Open Stylesheet Editor".
This opens a page listing the default stylesheet, which can optionally be copied into a text field and 
customized.
This allows the appearance of the user interface to be customized.
Please note that the default stylesheet may be adjusted during updates, but such changes are not 
automatically merged into your modified stylesheet.
Therefore, always check after updates whether changes have been made here.

Config Page - Service Section

In the current firmware, you will find two buttons here:

OTA Update and Clear Lock List

Clear Lock List:
This unlocks all transponders currently on the block list. For safety, a short confirmation 
prompt is shown:
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OTA Update:
Opens a separate subpage for installing firmware updates.

Use "Browse" to select the update file you received (*.bin).
Then start the installation process with "Start Update".

Warning: this function may not run reliably with Safari. Please use Firefox or Chrome here.

Warning: a firmware update may delete the configuration and the list of master transponders, 
so please note this information before updating.

Warning: after installing an update, it may not be possible to return to the current version.

Masters Page

This page is used to manage the master transponders.
Master transponders are not blocked; they always work.
Use the "Save Master Transponder" button to add a transponder to the list.
For this, TID must be filled in. The name has no functional effect, but makes it easier for you to 
identify the transponder IDs later.
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The "Stored Master Transponders" list shows all registered and active master transponders; they 
can be downgraded to normal function again using the "Delete" button.

The contents of this list are stored in the controller flash memory and remain unchanged after a 
reboot.

Locked Page

This page shows the block list.
It lists the transponder ID and the remaining blocking time.
As admin, you will also find management commands here.

Presence Page

The Presence page shows the presence list if this function has been enabled on the Config page.

The upper area shows a brief statistic and the currently configured settings.
The lower area lists the transponders. If a CSV file has been imported, name, contact and 
comment are also displayed.

The filters "present", "outside" and "unknown" can be used to show or hide individual status 
groups.
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Clicking the column headings re-sorts the table accordingly.
Pressing the Refresh button reads the table again and displays the updated data.
The "Print" button opens the print dialog of your display device. There you can print the list or save 
it as a PDF.

Meaning of the status values:
"present" means that the transponder was last seen at the entry reader and that this detection is 
still within the defined "unknown after" time period.

"outside" is displayed if the transponder was last seen at the exit reader.

A transponder becomes "unknown" if it has not been seen at the entry reader for longer than the 
"unknown after" time period. The system can then no longer reliably determine whether the person 
with this transponder is still present or not.

The columns "Arrived" and "Left" show the last known entry and exit time respectively. The column 
"Last Seen" shows when the transponder was last detected by the system.

The "unknown after" time period is independent of the blocking time.

Gatekeeper Page

The "Gatekeeper" page shows the most recently read transponder. This page is used for 
gatekeeper mode and allows a transponder event to be monitored, a pending opening to be 
stopped, or a door to be released manually.

Gatekeeper mode is intended to allow the gatekeeper to immediately see which person or 
transponder was detected and what decision the system has made.

Display of the Last Transponder
The "Last Transponder" area displays the data of the most recently read transponder.
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The following information is displayed, among other data:
TID: The transponder ID of the read transponder.
Direction: The direction in which the transponder was read.
Time: The time at which the transponder was read.
Name: The name assigned to the transponder. This is displayed if the corresponding data 
was imported via the CSV file.
Comment: An additional comment for the transponder, if stored in the CSV file.
Picture: This area shows the image stored for the transponder, if an image is available. If no 
image is stored, a placeholder is displayed.

Status Display for a Pending Opening
If a transponder has been read and the door opening is still pending, a message such as the 
following appears:
"Entry opening is pending."
This means that the entry opening has been prepared but has not yet been finally executed.
In addition, the remaining time window is displayed, for example:
"Remaining STOP window: 00:00:04"
Within this time, the gatekeeper can still prevent the pending opening.
The red "STOP ENTRY" button can be used to stop the pending entry opening. If this button is 
pressed within the displayed time window, the door opening is not executed.

Status Display for a Blocked Transponder
If the transponder is already blocked, a status message is displayed instead of the stop button:

for example:
"Transponder is blocked! (Already inside)"
This message means that the transponder is currently blocked. In this example, the transponder 
has already been recognized as present and is therefore not allowed to use the entry again. This is 
a typical antipassback block.
In this state, no automatic door opening is pending. The following message is therefore also 
displayed:
"No entry opening is pending."
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This means that no opening is pending. If necessary, the opening can be triggered manually using 
the "Open Entry NOW" button.
This function can be used if the gatekeeper explicitly wants to release access despite the system 
decision. This may be necessary, for example, if a person is authorized but the transponder is 
currently blocked due to an antipassback situation.
Manual opening should only be used after checking the displayed transponder and person data.

Show Last Transponder Again
The "Show Last Again" button can be used to display the most recently read transponder again.
This function is useful if the display was updated or if the gatekeeper wants to check the last 
transponder data again.

Operating Notes
Gatekeeper mode requires the corresponding function to have been enabled in the configuration.
The duration of the stop time window is defined in the controller settings. After this time window 
has expired, a pending opening can no longer be prevented via "STOP ENTRY".
The person and additional data shown on the page come from the imported CSV file. Without a 
CSV file, only the technical transponder data is displayed.
During operation, this page should remain open at the gatekeeper workstation or at the access 
control point so that new transponder events are immediately visible.

Log Page

Your Antipassback controller lists here what it has done and when, or what has happened.
The level of detail depends on the log level set on the Config page.
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LIVE Page

This page presents current events in a clear and easy-to-understand way.
It is very helpful for commissioning and troubleshooting.

Warning: since this page reloads every 2 seconds, it should definitely be closed when it is no 
longer needed, as it consumes a lot of the Antipassback controller's processing power.

Logout

This button logs you out of the configuration interface and the minimalist status page is shown 
again.
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